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Navigating HIPAA & HITECH compliance risks in legacy VB6 
applications

A secure, deterministic path off unsupported software

Executive summary

Running out-of-support software exposes healthcare organizations to severe civil and criminal penalties. The safeguards 
required by the Health Insurance Portability and Accountability Act (HIPAA) demand sophisticated technologies that 
legacy systems simply cannot provide, and the lack of vendor support for aging platforms like Visual Basic 6 (VB6) 
dramatically increases the risk of compromise.

GAPVelocity AI pairs more than three decades of legacy-modernization expertise with AI to transform these risky legacy 
systems into secure, cloud-native applications on .NET and Azure.

The compliance landscape: HIPAA & HITECH

Enacted in 1996, HIPAA carries four primary objectives:

Improve the portability and continuity of health-insurance coverage.
Avoid waste, fraud and abuse in healthcare delivery.
Reduce costs and administrative burden through standardized electronic data interchange.
Protect the privacy of records by ensuring the security of healthcare information.

The Health Information Technology for Economic and Clinical Health Act (HITECH) widens the scope of these privacy and 
security protections — and sharply increases the legal liability for non-compliance.

T H E  C O S T  O F  N O N - C O M P L I A N C E

Civil penalties for willful neglect can reach up to $1.5 million for repeat or uncorrected violations.

Criminal penalties (US Department of Justice) can reach up to 10 years’ imprisonment and a $250,000 fine.

Critically, security provisions now apply directly to business associates — including software vendors providing Electronic 
Health Record (EHR) systems.

The Security Rule and protected health information (PHI)

The HIPAA Security Rule establishes standards to protect the confidentiality, integrity and availability of electronic 
protected health information (ePHI):

Confidentiality: data is shared only among authorized persons or organizations.
Integrity: data is accurate, authentic and complete, and cannot be changed without authoritative approval.
Availability: systems processing critical data are accessible when needed, in both routine and emergency 
circumstances.



The rule applies universally across the healthcare spectrum:

Healthcare providers Healthcare insurance plans Healthcare clearinghouses

General practitioners, specialists, 
hospitals and clinics

Major medical and managed care plans 
(HMO, PPO, POS, EPO)

Entities processing health information into 
standard electronic formats

Diagnostic laboratories, pharmacies and 
nursing homes

Consumer, self-directed or self-funded 
corporate plans

Entities processing patient billing or 
storing patient data

Ambulance, dental, mental health and 
physical therapy services

Government programs (Medicare, 
Medicaid and Veterans Health)

PHI must be secured across every data state — in motion across networks, at rest in structured storage, in use, and 
when disposed.

The VB6 threat: why legacy software fails compliance

Microsoft ended mainstream support for Visual Basic 6 in March 2005, and extended support officially concluded in 
March 2008. Relying on this obsolete platform introduces massive compliance vulnerabilities:

No access to updates and patches — making it impossible to mitigate the risk of security breaches.
Running VB6 on newer operating systems introduces UI issues, performance latency, forward incompatibility and a 
complete lack of technical support.
Using the unsupported VB6 development environment can itself represent a compliance violation, even if the 
runtime still functions.
Having no plan to replace these unsupported systems is considered “willful neglect” by enforcement authorities.

The .NET security advantage

Migrating to the modern .NET framework delivers real-world advances in security and development best practices:

Managed code: .NET reduces inherent programmer vulnerabilities by handling memory management and 
preventing bad pointer manipulation.
Code verification: the Common Language Runtime (CLR) validates file format, and MSIL verification ensures type 
safety — virtually eliminating buffer-overflow vulnerabilities.
Access control: role-based security controls user access and code-access security restricts which code can reach 
specific resources, sharply limiting potential attackers.

The GAPVelocity AI modernization solution

Healthcare providers and software companies can no longer treat security as an afterthought. GAPVelocity AI provides a 
deterministic, secure path off legacy VB6.

Phase 1 — Risk-free assessment with ByteInsight

You can’t deal with what you have until you know what you have. ByteInsight is a free static code-analysis tool that 
builds a complete inventory of your VB6 source code to inform your modernization decision.

Analyzes lines of code and the technology footprint locally.
Entirely privacy-safe — extracts metadata only, ensuring no PHI or source code ever leaves your environment.

https://www.gapvelocity.ai/byteinsight
https://www.gapvelocity.ai/byteinsight


Phase 2 — Secure transformation with the VB6 AI Migrator

The VB6 AI Migrator automates the transition from unsupported VB6 to modern, compliant .NET architectures — 
without the operational risk of a manual rewrite.

Uses grammar-based reasoning to faithfully preserve decades of encoded clinical and business logic.
Generates clean, 100% native .NET code (C# or Blazor) with no proprietary runtimes or third-party lock-in.
GAP’s human engineers support the last mile to production and strict quality-assurance validation.

By moving off VB6 with GAPVelocity AI, healthcare organizations remove critical compliance risks, secure their patient 
data and build a foundation capable of meeting current and future regulatory mandates.
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