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The real risks of legacy VB6 — and the economics of automated modernization
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1.  Executive summary

Millions of lines of Visual Basic 6.0 (VB6) code still run today, decades after the final version shipped. Much of that code 
began as a small rapid-application-development (RAD) prototype that grew — more by accretion than design — until it 
became a large, unwieldy and mission-critical system.

Continuing to run and support VB6 applications carries immense operational risk. Among the reasons VB6 is a liability:

A routine Windows update can block your app from running entirely.
The platform contains built-in security vulnerabilities that will never be patched.
It suffers severe 32-bit performance limitations.
Developers are expensive and increasingly hard to find.
It is out of support and cannot integrate with modern SaaS interfaces.

GAPVelocity AI provides a definitive path out of this technical debt. Using our Hybrid AI approach — the VB6 AI Migrator 
and the VELO platform — organizations transition legacy applications to modern, secure .NET and cloud architectures 
safely and affordably.

2.  The VB6 obsolescence crisis: a technical deep dive

Visual Basic was wildly popular in the 1990s because it drastically reduced the pain of writing Windows applications. It let 
non-programmers write code rapidly, and its support for third-party ActiveX libraries let developers drop pre-written 
components into their forms. But the very features that made VB6 popular then make it a critical threat today.

The component and security nightmare



VB6’s component model was based on Microsoft’s Component Object Model (COM) — a deeply complex system for 
inter-process communication.

Security vulnerabilities: COM and ActiveX controls can take control of Windows services, an ongoing and 
unmeasurable risk. Modern .NET uses “managed code” for safe memory allocation and garbage collection; COM is 
“unmanaged code,” and inherently riskier.
“DLL hell”: COM libraries must be registered with Windows — requiring administrator privileges and frequently 
causing severe versioning conflicts.
Vendor abandonment: the ecosystem of third-party control vendors from the 90s has largely vanished. No one 
supports these libraries on modern Windows, so a control can stop working without warning.

The 32-bit dead end

VB6 understands only 16- and 32-bit architectures. Since all contemporary hardware is 64-bit, a 32-bit executable can 
only run via WoW64, an emulation layer.

Performance throttling: running 32-bit apps on a 64-bit processor is like disconnecting half the spark plugs in a 
sports car.
Memory limitations: emulation restricts the app to a 2GB data-memory limit, creating bottlenecks for large data 
sets and I/O-intensive workloads.

The threat of Windows updates

Microsoft has no obligation to keep out-of-support technologies running. The risk is not hypothetical:
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A routine monthly security patch disabled remote procedure calls (RPC) in the VB runtime to close a vulnerability — 
instantly killing VB6 applications worldwide. Microsoft will always favor security over the continuity of legacy 
applications.

3.  Visual Basic 6 vs. modern C# / .NET

Why upgrade to a modern language like C# or VB.NET? The differences in capability and ecosystem are staggering.

Scarcity of developers: VB6 is a dead language — not taught in schools, no longer written about. VB6 job postings 
are a fraction of the tens of thousands of C# openings, forcing reliance on a shrinking, premium-priced pool of aging 
developers.
Lack of OOP: VB6 is procedural, not truly object-oriented, making modern design patterns a struggle to apply.
Poor engineering practices: VB6 invites developers to embed business logic directly in UI event handlers, and 
variables need no explicit declaration — a petri dish for global-variable overuse and runtime bugs.
Customer perception: a clunky, outdated interface undermines how customers perceive your value proposition and 
technical competence.

4.  The three paths forward

Organizations cannot live with VB6 forever. When evaluating modernization, there are three primary paths — with very 
different risk profiles.



Path Upside Trade-off

Replace (COTS)
Engineered quality, rapid deployment

No in-house dev resources needed

Lose custom competitive features

Vendor lock-in; per-seat costs mount

Rewrite from scratch

Full control; clean slate Up to 70% failure rate

Thousands of new bugs; discards proven 
logic

Multi-million-dollar cost

Migrate (GAPVelocity AI)

Preserves proven IP; no feature creep

Fixed price & guaranteed date

Up to 90% less time and cost

Requires the right automated tooling and 
last-mile engineering

Choice 1 — Replace with off-the-shelf software (COTS)

For internal line-of-business apps, platforms like Salesforce or Microsoft Dynamics can be tailored to functions that once 
required custom software — but you surrender the competitive advantage of your custom features and accept perpetual 
vendor dependency and mounting per-seat costs.

Choice 2 — Rewrite from scratch

Rewriting is often a developer’s first instinct — and it is incredibly risky, with failure rates up to 70 percent.
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At ~20 finished lines of code per developer-day (5,000/year) and a fully burdened cost of $150,000, that’s $30 per line. 
A 200,000-line application would take 40 developer-years and cost $6,000,000 to rewrite — while injecting 2,000–
10,000 new defects and discarding years of proven business logic.

Choice 3 — Migrate with GAPVelocity AI’s automated tools

Migration with automated tools is the ideal path for complex VB6 apps — reducing the time and cost of a modern 
version by as much as 90 percent. The VB6 AI Migrator analyzes code patterns to perfectly preserve business logic, rules 
and data structures without introducing new errors. Because the legacy app acts as a perfect specification, automation 
eliminates feature creep — and migrations run at a fixed price with a guaranteed delivery date.

5.  Real-world migration success stories

Automated migration is proven at the highest levels of enterprise software.

National Systems (Pizza Hut).  Call-center software for home-based agents faced deployment nightmares from shifting 
Windows versions and “DLL hell.” It was migrated to a modern web architecture using KendoUI to precisely duplicate the 



VB6 forms — achieving “five nines” of reliability with zero user retraining.

Retail consignment ISV.  A vendor selling to 5,000 retail outlets needed to counter new SaaS competitors. They migrated 
a VB6 desktop app — integrated with cash drawers and barcode scanners — to a modern web architecture on Azure, 
unlocking a subscription revenue model and responding to competition in months, not years.

CFM Materials (Boeing 737 parts).  A small inventory app had grown into a massive VB6 ERP. Facing a talent shortage, 
they used our automated tools to migrate to VB.NET — after which GAP engineers trained their internal team to take full 
ownership of the modernized codebase.

6.  The GAPVelocity AI methodology

A successful migration is a highly structured process executed through our purpose-built platform.

Stage 1 — Assessment with ByteInsight and blueprinting

We begin with a portfolio analysis to inventory all applications and assess technical debt, using ByteInsight to analyze 
your codebase safely. For a deeper dive, our engineers produce a Migration Blueprint — detailed schedules, milestones 
and a fixed-price delivery proposal.

Stage 2 — Code transformation with VELO and the VB6 AI Migrator

Our highly automated tooling performs a semantic analysis of the codebase to build an abstract syntax tree (AST), from 
which the generator produces completely native .NET code with no binary-runtime dependencies.

Resolves VB6’s overuse of Variant data types and upgrades obsolete data access to ADO.NET or Entity Framework 
Core.
Continuous Migration: your team keeps updating the legacy app while we migrate; our tools diff the changes and 
integrate them into the new repository.

Stage 3 — Modernization and DevOps

Architectural refactoring: we restructure the code to be truly object-oriented, with strong typing and separation of 
concerns.
Security & DevOps: we analyze for vulnerabilities such as SQL injection and integrate hosting and operations into a 
modern CI/CD pipeline.

7.  The GAP engineering advantage: Costa Rica vs. offshore

Many organizations turn to offshore integrators lured by low hourly rates — but added coordination and oversight costs 
typically shrink those savings to a mere 15 percent. GAP delivers world-class execution from our engineering centers in 
Costa Rica, with real nearshore advantages:

Time-zone alignment: Costa Rica is on US Central time year-round — collaboration happens during your business 
hours.
Communication: we are an “English-first” company; all engineers are fluent and conduct business seamlessly in 
English.
Stability and education: one of Latin America’s most stable economies, with a highly literate, highly educated 
engineering workforce.
Modern tooling: Agile practices, Visual Studio, GitHub and transparent project portals give you complete visibility 
into your migration.

8.  Conclusion & next steps

The future continuity of anything built with VB6 is unpredictable and inherently risky — but you don’t have to endure the 
catastrophic cost and failure rates of a manual rewrite to escape it.

Run a ByteInsight assessment: inventory your codebase safely and accurately.
Request a Migration Blueprint: secure a data-driven, fixed-cost proposal for your project.

https://www.gapvelocity.ai/byteinsight


Talk to a GAP engineer: discover how fast you can eradicate VB6 and unlock the modern cloud.

gapvelocity.ai
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